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PMW 160 Overview

Vision:  Secure, reliable information networks to enable information 
dominance anytime, anywhere

Mission: Deliver and support innovative, agile and secure networks 
and IT services to enable warfighter mission success

The Navy’s LAN and WAN Program Office

• Automated Digital Networking System 
(ADNS) – Wide Area Network (WAN)

• Consolidated Afloat Networks Enterprise Services 
(CANES) – Local Area Network (LAN)

3



CANES Overview

Capabilities

• Systems Management
 Performance, Availability, & Service 

Level Mgmt

 Fault, Problem, Incident, & Service 
Desk Mgmt

 Configuration, Change, & Release 
Mgmt

 Security Mgmt, IA, CND

 Capacity Mgmt

• Data Services
 Network Support

 Information Management

 Core Infrastructure Services

 Network Access (IPv4 / IPv6 
Capable)

 Information Delivery

• Voice Services 
 IP Telephony

 Mobile and Stationary

 Secure and Un-Secure

• Video Services
 Video Teleconferencing 

 Video / Graphics Distribution 

Why CANES?

• CANES is an IT execution strategy:
 Existing Legacy networks are unaffordable and 

operationally ineffective

 Align multiple similar programs, capabilities, resources and 
requirements into a single program

 Consolidates and focuses overall acquisition, engineering, 
logistics and security efforts

 Reduces installations and sustainment costs across 
networks

 Adds efficiency value to manpower challenges

 Reduces overarching network maintenance

• CANES directly addresses critical IA / CND 
requirement - provides more secure and reliable 
afloat network infrastructure 4



Enterprise Early Adopters 

(ISNS CCE)

Current C4I 

Applications
Future C4I Apps      + CANES

CCE / Hosting risk mitigation on 

USS ABRAHAM LINCOLN

($7.1M reduction in total installation costs)

CCE / Hosting enabled 6 rack reduction reducing SWAP
5
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AI Common Entry Point (CEP) 

https://nserc.navy.mil/spawar/hq/chengws/AICEP/default.aspx 6



Automated Digital Network Systems 

(ADNS)

DESCRIPTION

NEXT STEP

•ADNS is the Wide Area Network (WAN) 

for the fleet

•ADNS supports multiple security 

enclaves in a common architecture

•ADNS utilizes multiple simultaneous 

radio (RF) links
• Provides for both reach back and 

reach forward

• LOS links interconnect tactical users 

while SATCOM reaches back to the GIG

•All elements of Wide Area connectivity 

are provided by ADNS
• Coordination is essential with other 

programs
• radio

• terrestrial links

• LAN

• physical platforms

With a wider range of operational threats 
against our networks, it will require an agile 
and responsive multi-tiered architecture. 
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PEO Tasking Memo – For 2012 

Gaps

• Data call requirements

 S&T Focus Area (i.e.: usually associated with the approved S&T focus areas – pillars)

 Capability (i.e. synopsis of each capability required within  the focus area)

 Duration (i.e. synopsis of each capability required within  the focus area)

 Timeframe (i.e.  expected transition into POR : Near (2 yrs) – Mid (2-6 yrs)- Far  (6-10 yrs))

 Estimated LOE (i.e.  If possible estimate of  the Level of Effort – descriptive)

Type of effort (Integration  Demonstration, Acquisition Enabler, Transition effort,  Leap Ahead, Discover  & Invention)

Capability Maturity Level (i.e.  TRL desired for each capability)

PORs (i.e. PORs that could use capability to mature their POR - TARGETED TRANSITION)

 Imperatives (i.e. stated requirements, warfighter need statements, future strategy, etc..)

10



PEO C4I S&T CONOPS 
(process overview/data flow overview) 
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PEO C4I

Tasking Memo

Domai

n
Description

Assigned 

to 

PEO Topic

(a-l)

Overall 

Priority
Capability Duration

Timefra

me

 

Estima

ted 

LOE 

 Natue of Effort 
 Targeted

PORs 

Additional

Information
Imperatives

Starting FY  ($M) 

 6.1-6.4

Integration

Demonstration 

 Current

(est) 
 Desired 

Comments/Advoca

tes 

(eg. CNO/OPNAV, 

PO, PEO, None)

1.1 j 5

Service Oriented Architecture Network Management:  The capability to 

publish and subscribe network management and control data and use that 

data to manage the network.  The capability infers that there would need to be 

a network management community of interest and an associated data 

strategy for a publish and subscribe network management architecture. (PMW 

160 Prioritized Tech Need #5)

Near/Mid FY10  6.2/6.3  CANES 

OPNAV

1.2 f 9

Device-Based FORTEZZA Public Key Infrastructure (PKI) Certificates: 

This technology could significantly reduce the number of FORTEZZA 

certificates that the Navy has to create and maintain, and therefore 

significantly simplify the DMS Proxy shore gateway and NREMS 

architectures. (PMW 160 Prioritized Tech Need #8.1)

Near/Mid FY10   6.2/6.3  CND 

ASDNII, NSA, DISA, OPNAV

1.3 6.4 10

Common Access Card (CAC)-Based Certificates Afloat: Currently there 

exist no technology for issuing a replacement CAC in the event of a lost CAC 

or resetting a CAC PIN in the event the PIN is forgotten. Technology is needed 

on ships to support DMS Proxy releasers when deployed on ships (and other 

Public Key enabled capabilities) -or- the ability to remotely update CAC-based 

certificates and PINs for DMS Proxy Releasers when deployed on ships (e.g. 

deployable DEERS/RAPIDS workstations). (PMW 160 Prioritized Tech Need 

#8.2)

Near/Mid FY10

 Capability is at 

6.4 and is 

operational on 

selected CVNs 

 CANES 

ASDNII, OPNAV 

1.4 k 11

Real Time, Light Weight SOA for the Global Information Grid (GIG) 

Tactical Edge: Real-time and near real-time extensions to Network Centric 

Enterprise Services (NCES) to support the Airborne and bandwidth limited 

tactical units’ networking environment.  Lite weight pub/sub architecture: 

messaging, mediation, collaboration, etc. Intelligent database 

replication/synchronization optimized for low BW environments and smart 

queuing (priority, last update). (PMW 160 Prioritized Tech Need #10)

Near/Mid FY10  6.2/6.3  CANES 

OPNAV

1.5
a (150, 180 

swimlane)
12

Work Flow Technology to Support Tactical Networking: Using work-flow 

software application and hooks to applications (such as Business Process 

Execution Language (BPEL)) in Event Driven Architecture (EDA) to provide 

information flow to the tactical edge but in a manner that accounts for the low 

bandwidth and high latency challenges of the tactical edge.  For example, use 

business processes and work flow to send the right information at the right 

time to the tactical edge taking into account the state of the network. This is 

extremely important for messaging.  Naval messages are already assigned a 

priority level based on the user's definition of the importance of the message.  

If similar business processes governed the assigned priority level of other 

types of data that is passed on the IP network, speed of service issues, for 

messaging, would be greatly simplified. (PMW 160 Prioritized Tech Need #11)

Near/Mid FY10  6.2/6.3  CANES 

OPNAV

1.6 j 13

Future Hotel Services for Applications: Technology to manage servers and 

dynamically manage and provision resources.  The technology will support the 

end goal of providing ―hotel services‖ for all applications Navy wide.  In the 

future, applications will only bring software (not their own hardware).  Requires 

technology that will allow dynamic management of hardware resources and 

the ability to monitor network resource availability and adjust accordingly. 

More seamless application/OS software updating (including server 

applications) that significantly reduces the need for manual intervention to 

install software updates. Technology is needed for secure local and remote 

monitoring and management of applications to provide comprehensive 

situational awareness of capabilities and services being provided by the 

applications and infrastructure. End-to-end application integration and network 

layer interoperability of QoS to ensure the delivery of organizational messaging 

traffic over IP networks within speed of service objectives. (PMW 160 

Prioritized Tech Need #13)

Near/Mid FY10  6.2/6.3  CANES 

OPNAV

1.7 6.4 14

 Internet Protocol (IP) Directory Update Service Center (IP DUSC): The 

current DUSC system is a legacy system with no current plans for 

replacement.  An IP version of DUSC must be developed so that the complete 

retirement of legacy can be established. (PMW 160 Prioritized Tech Need 

#14)

Near/Mid FY10
 Technology is 

currently at 6.4 
 CANES 

OPNAV

1.8 6.4 16

Integration of Service Governance with the Information Technology 

Infrastructure Library (ITIL) / Information Technology Service 

Management (ITSM): Any business process developed using the ITIL/ITSM 

framework will have to account for all SOA/service governance policies and 

processes to avoid potential overlap, conflict and gaps. The service governance 

infrastructure (SGI) of Service-Oriented Architecture (SOA)/Enterprise Service 

Bus (ESB) must be in step and fully integrated with ITIL/ITSM in order to be 

part of a robust end-to-end enterprise system management approach."  (PMW 

160 Prioritized Tech Need #16)

Near/Mid FY10
 Technology is 

currently at 6.4 
 CANES 

OPNAV

1.9 j 17

Enterprise Services /Integrated Services Management: SOA will provide 

the ability to execute complex mission threads [collections of services and 

components] distributed across multiple diverse computing environments in 

which different organizations control various parts of the infrastructure, 

services, networks, and resources. To this end, robust strategies and/or 

techniques must be developed for managing the execution of these collections 

[e.g. state in a stateless environment] such that mission success can be 

guaranteed: 

• Mechanisms for the definition and enforcement of Service Level Agreements 

[SLA][Governance]

• Dynamic fault detection, reporting, and recovery

• Dynamic reconfiguration

• Low bandwidth mechanisms for federation, replication, and synchronization

Validation, Verification, Certification, and Accreditation

With the shift from monolithic applications development to the formation of 

applications based collections of loosely coupled components and their 

associated information management requirements, the mechanisms for how 

these collections are validated and verified that they meet mission 

requirements, how these collections are certified for operational use, and how 

these collections are accredited against security requirements must change. 

Opportunities also exist that will allow changes and/or updates to these 

collections to meet emergent mission requirements or changes in scope  by 

providing capabilities to dynamically deliver new or updates services, re-

composed orchestrations: Static and dynamic validation of collections of 

Near/Mid FY10  6.2/6.3  CANES 

OPNAV

1.10
a (150, 180 

swimlane)
18

Orchestration and Choreography of Operational Threads: CANES’ SOA 

will provide the Warfighter with the ability to orchestrate Web services 

registered with CANES and across the GIG.  Experience with Net-Centric 

Operations has shown that the Warfighter faces operational complexity as 

netcentricity increases and is further compounded with the Warfighter’s 

heterogeneity e.g., Army, Air Force, Marines, Coast Guard, Coalition.  As a 

result, the Warfighters are required to devote more and more of their time 

budgets to achieving synchronization and awareness across Joint and 

Coalition forces.  Choreography is required because the orchestration consists 

of two continuous co-evolving activities for the Warfighter:

• First, dynamic composition of orchestrated Web services which will at times 

provide generic, cross-connected capabilities for other Warfighters’ information 

gathering and processing requirements

• Second, dynamic contextual cross-connection of the information sources 

which are generated as a result of the orchestrated Web services requires 

synchronization

Since these two activities are very dynamic an automated way of 

choreographing these activities needs to be developed in order to assist the 

Warfighter in achieving a higher degree of shared awareness and therefore 

assisting the Warfighter in staying inside the enemy’s decision cycle. The 

choreography of these orchestration activities is required to support the 

Warfighter’s dynamic battlefield.  The Warfighter will be faced with: 

• Composers i.e., Warfighters, creating new generic Operational Thread 

capabilities

• Other Composers collecting the existing Operational Threads and employing 

them when needed, which will end up cross-connecting information from within 

their respective domains in new and novel ways, many times in ways in which 

the original Composer never thought of

Near/Mid FY10  6.2/6.3  CANES 

OPNAV

Subtotal  $    -   

2.1 f 1

Afloat Networks Consolidation: Consolidation of Afloat networks (e.g. NIPR, 

SIPR, SCI, and CENTRIX) requires new and certified mechanisms for 

collapsing multiple levels of networks onto one networking architecture.  

Requires technology to collapse the client side as well as the server side.  

Requires building upon existing concepts (e.g. Radiant Alloy) and 

transformational Cross Domain Solutions (CDS) to include the integration of 

organizational messaging for a service oriented architecture (SOA), MLS, 

virtualization for a Service Oriented Architecture (SOA) be available and 

accredited.  Requires increased survivability and reliability and technology to 

avoid single points of failure in a consolidated network environment. (PMW 160 

Prioritized Tech Need #1)

Near/Mid FY10  6.2/6.3  CANES 

OPNAV

2.2 e 2

Dynamic Increased Throughput: Capability to dynamically utilize all 

available paths off ships to the fullest extent such that if one pipe is fully 

congested, then traffic will be dynamically and automatically re-routed over 

another "less congested pipe―.  Requires network to sense congestion on a 

communications path, then adjust, the use of intelligent multi-cast techniques, 

and other capabilities to utilize all paths off the ship even within one TCP/IP 

stream {such as transferring a large image file (e.g. 120Mb)}. Packets will be 

sent down all available pipes simultaneously and re-assembled at the other 

end.  Also, technology is required to signal the network if there is a sudden 

increase or decrease in throughput so that quality of service and provisioning 

may be dynamically adjusted. Increased throughput will also support the future 

Assured IP (AIP) effort that is currently specified at 2400 bps due to various 

system constraints. (PMW 160 Prioritized Tech Need #2)

Near/Mid FY10  6.2/6.3  ADNS 

OPNAV

2.3 a 4

Global Resource Information Database (GRID) Service Oriented 

Architecture (SOA):   SOA is a method for exposing services and allowing 

computers to talk to each other and share power and functionality. Grids have 

slowly been moving toward a Web services architecture, first with the move by 

Globus Alliance to the Open Grid Standards Infrastructure (OGSI) and, further, 

with the Globus Toolkit 4.0 (GT4) release. SOA and grid technology are 

moving toward the Web Standards Interoperability technology, based on 

solutions such as the Web Services Resource Framework (WSRF) and 

others. The development of ―Network-aware‖ Agent-based Systems such that 

the application will adjust to the condition of the network and to enable ―GRID‖ 

computing methods to seamlessly move between web, agent and GRID SOA. 

Also, networking technology that addresses the uniqueness of the tactical 

edge:  Ad hoc assets, generally wireless, Design for degraded operation, large 

variability in latency and bandwidth, highly dynamic routing, more distributed 

service models, Change is the norm.  (PMW 160 Prioritized Tech Need #4)

Near/Mid FY10  6.2/6.3  CANES 

OPNAV

2.4 k 7

Mobile Ad Hoc Networks (MANETs): TEN are a collection of 

communications nodes that provide direct connectivity for users executing 

tactical missions while also reaching back from the "Tactical Edge" into 

services that are provided by the rest of the Global Information Grid (GIG). TEN 

are envisioned to provide networked capabilities over the battlespace, to 

support a Mobile Ad Hoc Network (MANET) that enables Just In Time (JIT), 

netted connectivity with highly mobile and disadvantaged users; and to support 

a high bandwidth backbone service to interconnect larger Command and 

Control (C2) and Intelligence, Surveillance and Reconnaissance (ISR) nodes in 

the battlespace. Some specific technologies which will enable the TEN include 

wireless Local Area Network (LAN) systems that are portable, mobile, battery 

powered, meshing, self-healing, *highly secure, 802.11x access points. 

wireless ―breadcrumb‖ networks which would interconnect with mobile users 

and devices such as Chemical Biological (Chem Bio) and Neutron sensors.  

(PMW 160 Prioritized Tech Need #7)

Near/Mid FY10  6.2/6.3  CANES 

OPNAV

2.5
b (150 

swimlane)
12

Data Storage and Replication Afloat: Technology is required to manage the 

exponentially increasing data archives.  This includes technology to enable 

large database replication from ship to shore over low bandwidth 

communications. Data storage afloat technology should also include 

replicating shore to ship data for messaging.  (PMW 160 Prioritized Tech 

Need #12)

Near/Mid FY10  6.2/6.3  CANES 

OPNAV

2.6
e (170 

swimlane)
15

Communication Alternatives to Space Based Satellites: The Chinese 

recently demonstrated their ability to destroy space based satellites.  Given 

that 95% of all shipboard communications (HF is rarely if ever used) could 

theoretically be rendered useless, it might be prudent to investigate some 

alternatives.  Certainly, 802.11 represents one option, but it is range 

constricted. (PMW 160 Prioritized Tech Need #15)

Mid/Far FY12  6.1/6.2  ADNS 

OPNAV

2.7

a (involves 

all app 

developers)

19

Migration of Applications and Capabilities to CANES: Service oriented 

architecture (SOA) is a technology architecture based on dis-aggregation of 

tightly coupled monolithic applications into loosely coupled discrete services. 

It promotes the utilization of autonomous application and system "services" 

abstracted from one another, independent of implementation and enforcement 

of interface contracts. To address these gaps, support for investigating and 

formulation of various techniques, mechanisms, and strategies for:

• Configuration Management of a set of loosely coupled distributed 

components and the establishment of component repository.

• Establishing an Integrated Development/Digital/Data Environment [IDE] and 

Collaboration site 

• Engineering Best Practices [NESI, OA], Design Patterns, Architecture, 

Deployment Guidance, Compliancy guidelines, Standards, and Specifications

• Advisory boards to include Technical Review Boards, Grey Beards, and 

Governance panels

• Frameworks to include SDKs, Enterprise Knowledge Management, 

automatic testing harnesses, and Community Development Processes [e.g. 

HF]

• Core, Enterprise, and Support Services [i.e. infrastructure]

• Community of Interests

(PMW 160 Prioritized Tech Need #19)

Near/Mid FY10  6.2/6.3  CANES 

OPNAV

Subtotal  $    -   

Starting FY  ($M) 

 6.1-6.4

Integration

Demonstration 

 Current

(est) 
 Desired 

Comments/Advoca

tes 

(eg. CNO/OPNAV, 

PO, PEO, None)

Imperatives

3.1 f 3

Data Level Encryption: Technology that enables encryption at the data level.  

Technology that uses data models that label all data (including data at rest) 

with the appropriate classification and based on user’s credentials exposes 

the data at the appropriate classification.  Users no longer have to log onto 

different enclaves, but rather log on and are granted access to data at the 

appropriate classification based on strong authentication and access control.  

(PMW 160 Prioritized Tech Need #3)

Near/Mid FY10  6.3/6.4  CANES 

OPNAV

3.2 f 6

Secure Voice Interoperability:  Secure voice interoperability should be 

independent of the end devices and should be based on open standards.  

Standards based secure voice will enable all secure voice devices of being 

capable of direct interoperation.  Technology is required that will enable secure 

voice universal interoperability and access. (PMW 160 Prioritized Tech Need 

#6)

Mid/Long FY12  6.1/6.2 
 Secure 

Voice 

OPNAV

3.3 c 8

Information Assurance (IA) for the Combined Enterprise Regional 

Information Exchange System (CENTRIXS) and Networks Interfacing to 

Tactical Edge Networking (TEN): CENTRIXS provides core data services 

including web replication, secure e-mail, collaboration, Common Operational 

Picture (COP) and chat at Secret-Releasable level for afloat combined 

operations with Allied/Coalition partners. Presently end-to-end communication 

with partners is via Satellite Communications (SATCOM) and US CENTRIXS 

Network Operations Centers (NOCs) ashore connecting to Coalition NOCs, 

then connecting via foreign SATCOM to partner ships. When direct network 

links are established to form a TEN between ships, US and/or Coalition, IA 

Security services at the NOCs are bypassed. This is first being addressed in a 

phased approach in and following Trident Warrior 2007 (TW07) integration of 

CENTRIXS Maritime (CENTRIXS-M) and High Frequency Internet Protocol 

(HFIP) TW07 will demonstrate very limited solutions requiring further risk 

assessment and solution development.  Technologies that implement IA 

solutions need to be properly assessed, developed and implemented in this 

emerging IA risk area. The same security requirement needs to be further 

addressed and solved as the Consolidated Afloat Networks Enterprise 

Near/Mid FY10  6.2/6.3  CANES 

OPNAV

3.4 6.4 9 nbr 2

Navy Secure Voice Modernization: The majority of Navy tactical secure 

voice equipment in use today is based on 1970s technology.  The continued 

use of this aging equipment presents problems with security, equipment 

sustainability, and interoperable communications.  The crypto algorithms in 

these various types of incompatible equipment are rapidly approaching 

obsolescence.  This current state prevents optimal security, true 

interoperability, and is not cost effective.  To meet the goals of secure voice 

modernization, standardized, core secure voice technology components need 

to be developed and implemented to provide universal interoperability, security, 

Quality of Service (QoS) capabilities, and cost effectiveness. (PMW 160 

Prioritized Tech Need #9)

Near/Mid FY10  6.3/6.4 
 Secure 

Voice 

OPNAV

CANES CDD; GIG MA ICD, 

ADNS

CANES CDD,  GIG MA ICD

Enterp

rise 

Servic

es

The focus is to on the protection 

of systems and information in 

storage, processing, or transit 

from unauthorized access or 

modification; denial of service to 

unauthorized users; or the 

provision of service to authorized 

users. It also includes those 

measures necessary to detect, 

document, and counter such 

threats.  Information Assurance 

(IA) encompasses 

Communications Security 

(COMSEC), Information Security 

(INFOSEC), and control of 

compromising emanations 

(TEMPEST).

Inform

ation 

Assura

nce

The focus is on supporting the 

capability to integrate joint, 

interoperable, secure net-centric 

solutions satisfying the needs of 

the warfighter, and in support of 

Navy transformational initiatives 

to provide for a common set of 

net-centric, interoperable 

information capabilities known or 

enterprise services in support of 

the Global Information Grid (GIG)

 Maturity

Level

(TRL)  

CANES CDD, DoD PKI 

CDD, DoD KMI CDD, 

Global Information Grid 

(GIG) Mission Area (MA) 

Initial Capabilities 

Document (ICD)

Afloat 

Netwo

rks

The focus is to provide the 

common, scalable, multi-level 

security Common Computing 

Environment (CCE) and 

infrastructure to support Navy 

Tactical and Operational mission 

areas.  In addition, Afloat 

Networks support Logistics, 

Hull, Mechanical & Electrical 

(HM&E), Propulsion, Distance 

Support, Distance Learning, and 

Quality of Life.  Afloat Networks 

will also provide the Navy tactical 

information environment and 

infrastructure necessary to 

enable hosting, extended reach-

back and reach-forward, and 

relay functions.  These 

capabilities will support real time 

tactical edge connected, 

connectionless, and ad-hoc 

information exchange 

requirements

PEO TASKING MEMO 

Attachment –

PMW160 Response

PEO C4I Annual 

Acquisition 

Requirements for S&T 

memo

• APEO consolidates 

responses  

• APEO Prioritized 

List from  all PMWs

• APEO drafts 

Requirements memo

PEO C4I Annual Process 11
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Definition

• Cloud computing is a model for enabling convenient, 

on-demand network access to a shared pool of 

configurable computing resources (e.g., networks, 

servers, storage, applications, and services) that can be 

rapidly provisioned and released with minimal 

management effort or service provider interaction
– ―The NIST Definition of Cloud Computing‖

Peter Mell and Tim Grance

• Cloud computing is style of computing where scalable 
and elastic IT-related capabilities are provided “as-a-
service” to customers using internet technologies

– ―The Gartner Definition of Cloud 
Computing‖

13



Perspective

• Cloud computing is any capability delivered over the network
• If it is not local computing, it is from the cloud

• To these users, all net-centric computing is cloud computing

• The network is the computer . . .

• Cloud computing requires new ways of providing 

capability on-demand by the use of virtualized resources
• It involves pools of storage, network, processing and other computational 

resources that can be efficiently allocated on demand

• It also implies far more agility in support of operational missions
(rapid provisioning, elasticity, etc)

To End Users:

To Technologists and Enterprise Architects:

14



Cloud Layers

Network Cloud

Infrastructure Cloud
(IaaS)

Platform Cloud
(PaaS)

Software Cloud
(SaaS)

• The SaaS cloud provider provides on-line 
applications

• The SaaS consumer uses the on-line applications 
using a thin-client device (typically a browser)

• The PaaS cloud provider provides on-line 
application development and hosting platforms

• The PaaS consumer uses the online application 
platform to host and manage their applications.

• The IaaS cloud provider provides on-line 
computing resources (e.g., processing or storage)

• The IaaS consumer requests and uses IaaS 
computing resources

• The IaaS consumer provides their own software

• The network provider provides the routing and 
address services required to transmit data

• The network consumer uses the network cloud to 
transmit data across the network

15
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Cloud Computing Challenge for 

Tactical Users

Enterprise Cloud Computing

NOTE: Generally requires 
significant reliable bandwidth to 

enterprise assets

Challenge: Enterprise model 

breaks down in 

Disadvantaged, Intermittent, 

Low Bandwidth (DIL) 

scenarios
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Agenda

• PMW160 Tactical Networks Overview

• PEO C4I/PMW160 S&T Process

• Examples of S&T gaps

 “Tactical Networks Interests”

• Teaming with the Office of Naval Research

• Opportunities for addressing gaps
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The (FNC) program is structured to align with the pillars of the Chief of 

Naval Operation’s and the Commandant of the Marine Corps’ vision for the 

future—Naval Power 21—and to focus on providing Enabling Capabilities 

(ECs) to close warfighting gaps. 

• Designed to manage designated portions of the Navy’s 6.2 and 6.3 funding 

and provides technology solutions to stated OPNAV requirements by bundling 

discrete but interrelated S&T products that deliver a distinctly measurable 

improvement within a five-year time frame. 

• Enabling capabilities (ECs) are approved by the Technology Oversight Group 

(TOG) consisting of three-star Navy and Marine Corps Board of Directors. This 

approval is based on the EC contribution to closing a warfighting capability gap, 

rather than on individual products. 

The overall goal is to develop and demonstrate technology that will 

transition to an acquisition program sponsor or directly to the Fleet/Force. 

This focus on technology transition includes spiral transitions as technology 

components reach maturity. 

ONR Future Naval Capability

(FNC) Program
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•Sea Shield: Missile defense, anti-submarine warfare, mine 

countermeasures and fleet/force protection technologies –

global defensive assurance 

•Sea Strike: Weapons, aircraft, and expeditionary warfare 

technologies -- precise and persistent offensive power 

•Sea Basing: Logistics, shipping, and at-sea transfer technologies --

operational independence 

•FORCEnet: C4ISR, networking, navigation, decision support and space 

technologies -- architectural framework for naval warfare in the information age 

•Naval Expeditionary Maneuver Warfare: Enhance the capability to fight 

terrorism with special emphasis on naval ground force capability 

enhancements 

•Capable Manpower: Match Sailors and Marines to the right jobs, design 

intuitive systems, and train for mission essential competencies 

•Force Health Protection: Protect Sailors and Marines by reducing morbidity 

and mortality when casualties occur 

•Enterprise and Platform Enablers: Cross-cutting technologies to lower 

acquisition, operations, and maintenance costs 

•Power & Energy: Energy security, efficient power and energy systems, high 

energy and pulse power 

Chief of Naval Operations Pillars

PMW-160 Works 

within the 

FORCEnet Pillar
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• Rapid, Accurate Decision-Making
 Dynamic Command and Control for Tactical forces and Maritime Operations 

Center to enable dynamic and responsive management and control of net-

centric enterprise theater and tactical Anti-Submarine Warfare interactions. 

(FNT 09-04)

• Communications and Networks with Increased 

Throughput (includes Network Security) 
 Dynamic Tactical Communications Networks for highly mobile, low-echelon 

Navy and Marine Corps users who need self-organizing, self-administering 

communication capability. (FNT 09-02)

• Pervasive and Persistent Sensing

• Information Operations

Four Elements of S&T Within the FORCEnet 

Naval Capability Package
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• Examples of S&T gaps

 “Tactical Networks Interests”
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Broad Area Announcements (BAA) 

Office of Naval Research (ONR)
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BAAs posted to FedBizOps
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Summary

• PMW160 provides Secure, reliable 

information networks to enable 

information dominance anytime, anywhere

• We have many challenges from having to 

operate in a Disconnected Intermittent Low 

BW Environment

• Teaming with the Office of Naval Research 

and Industry to meet our challenges
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We get IT.

We also integrate it, install it and 

support it. For today and tomorrow.

Visit us at www.peoc4i.navy.mil
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